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Watch Out for Cyberscams

More victims are falling prey to cybercrooks’ 
schemes than ever before. The 2008 Internet 
Complaint Center (IC3) Annual Report revealed a 
record number of reported online crimes in 2008—
275,284 victims, a 33 percent increase from 2007.

While anyone who uses the Internet is a potential 
target, thieves exploit vulnerable individuals looking 
for a way out of debt. As scams become more 
sophisticated, it’s increasingly difficult to distinguish 
between legitimate and fraudulent offers.

Commonly reported scams involve phony text 
messages and e-mails that appear to be from financial 
institutions, the FBI, or other reputable businesses 
requesting account information. Crooks also make 
calls from Internet-based phone systems that replicate 
caller-IDs of real businesses, conning victims into 
supplying account information. Other scams involve 
fake e-mails offering loans, sweepstakes, foreign 
lottery winnings, large inheritance or phony
“work-at-home” proposals.

This uptick in cyberscams underscores the need for 
consumers to take steps to ensure the privacy of their 
financial information.

• 	 Don’t respond to or forward phone or e-mail 
	 messages that are unsolicited or from unknown 

senders. An e-mail containing spelling or
	 grammatical errors, but claiming to be from a 

reputable source such as the FBI or your financial 
institution, is likely a fake.

• 	 Install firewalls and update antivirus software. 

• 	 Check your browser for an “s” in “https” and look 
for a closed padlock icon to indicate a Web site is 
secure. 

• 	 If you believe your computer has been hacked, 
reset passwords and user names for any sensitive 
Web sites you visit. 

Kansas Blue Cross Blue Shield Credit Union will 
never contact you by e-mail or text message asking 
to verify your account information. If you receive 
a questionable message, contact us immediately by 
calling 785-291-8774.  We are here to help.


